Appendix F
Hosting Requirements

 
1. The selected Offeror shall supply all hosting equipment (hardware and software) required for performance of the Contract. 

2. The selected Offeror shall provide secure access to all levels of users via the internet. 

3. The selected Offeror shall use commercially reasonable resources and efforts to maintain adequate internet connection bandwidth and server capacity. 

4. The selected Offeror shall maintain all hosting equipment (hardware and software) and replace as necessary. 

5. The selected Offeror shall agree to perform routine maintenance during between the hours of 6pm and 6am Eastern. Routine maintenance shall include, but is not limited to, server upgrades/patching, software upgrades/patching and hardware maintenance.  The selected Offeror shall perform non-routine maintenance at a mutually agreeable time with 48 hours advanced notice to the Commonwealth. 

6. From time to time, emergency maintenance may be required to bring down the system. In such situations, if possible, the selected Offeror shall give advance notice as defined in the RFP, before the system goes down for maintenance. The selected Offeror will limit the emergency maintenance to those situations which require immediate action of bringing down the system that cannot wait for the next scheduled maintenance period. 

7. The selected Offeror shall use industry best practices to protect access to the system with a firewall and firewall rules to prevent access by non-authorized users and block all improper and unauthorized access attempts. 

8. The selected Offeror shall use industry best practices to provide system intrusion detection and prevention. 

9. The selected Offeror shall use industry best practices to provide virus protection on all servers and network components. 

10. The selected Offeror shall be solely responsible for all data storage required. 

11. The selected Offeror shall take all necessary measures to protect the data including, but not limited to, the backup of the servers on a daily basis in accordance with industry best practices and encryption techniques. 

12. The selected Offeror shall employ reasonable emergency preparedness procedures, as outlined in the RFP document (see Part IV-3-E) to assist in preventing interruption in the use of the system. 

